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Note: The UBDC data service is still in a phase of development. Additional 
services or facilities may be added over time, and processes may be amended in 
the light of experience. Researchers are encouraged to ensure they are working 
with the latest version of this document, and to consult the UBDC website for 
additional guidance.  

 

Introduction 
The Urban Big Data Centre (UBDC) is a data service promoting the use of 
innovative methods and complex urban data to address global city challenges. 
The purpose of our service is to enable researchers to have access to a wide 
range of data to study urban problems. UBDC’s areas of focus include housing, 
transport, education, studies of social exclusion and spatial disparities, economic 
development, migration patterns, public services and energy and environment. 
We support the analysis of these diverse data in order to achieve benefits for the 
‘public good’.  
 
The purpose of this note is to explain what services we provide and how 
researchers can use them. It identifies the different types or levels of data and 
how we provide access to these. It describes how researchers go about applying 
to get access to those parts of the service which are not publicly available and 
the kinds of support we offer to help researchers get the most out of the data. For 
those who are applying for funding to support their research, this note explains 
how such applications fit with our approvals process. 

 

UBDC Data Services 
The UBDC provides access to three different types or levels of data:  
 

• Open Data: data which are freely available to all for (almost) any 
purposes – examples might include data on transport infrastructure or 
population characteristics; 

• safeguarded data: data where access  is restricted due to licence 
conditions but where data are not considered ‘personally-identifiable data’ 
i.e. data which might identify individuals – examples might include images 
aggregated from satellite data purchased for use on specific kinds of 
research or data from retail companies on store turnover; 

• controlled data: data which need to be held under the most secure 
conditions, including data which are ‘personally-identifiable’ and therefore 
subject to Data Protection legislation, with more stringent access 
restrictions – examples might include data from schools on pupil 
attendance or utility company data on individual households’ energy use. 

 
The UBDC service is based around three pieces of infrastructure:  
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• the Open Data portal where anyone can analyse or download our Open 

Data holdings without any requirement to register (although we encourage 
users to provide basic information so that we can understand who is using 
our service and for what purposes); 

• the UBDC cluster which researchers can use to work on safeguarded 
data using a remote login to a virtual machine (VM); and 

• the UBDC secure data environment, which researchers will usually be 
required to use if they are working on controlled data; it may be possible 
to use alternative secure environments provided they meet the same 
standards. 

Open Data and the UBDC Open Data portal 

Open Data is data which is available for anyone to use with very few restrictions. 
There is a general policy in Government to make data freely available where 
possible. We hope that a wide range of organisations will be willing to share data 
with us on an open basis. We will also be seeking to produce a range of new 
Open Data products using modelling or estimation techniques. 
 
UBDC will provide a web-based service which permits free access to the Open 
Data – the Open Data portal. This includes a data catalogue to allow researchers 
to browse or search the collection. Some restrictions can still be placed on this 
data to limit re-use through Open Data licences. In general, however, the aim is 
to encourage diverse uses for both public and private benefit. Where there are 
restrictions, we will clearly indicate so in the portal, and we reserve the right to 
require users to sign a Terms of Service agreement in such cases. We also 
indicate the source of the data, so it is clear when a variable results from 
scientific models or simulations. 
 
The user will be expected to analyse or visualise the data on their own. UBDC 
will provide a minimal set of tools for analysis of this data and links to open-
source tools for analysis. UBDC will also have links to relevant training 
programmes and, in due course, may provide our own programmes.   
 

Safeguarded data and the UBDC cluster 

Many organisations share data with UBDC or licence it to us, under the condition 
we restrict its use; for example, they limit use to research for academic purposes, 
retaining future commercial interests for themselves. 
 
We strongly encourage researchers to focus on the existing data which we hold, 
as this will greatly shorten the process of gaining access. We describe the 
safeguarded data holdings in the on-line catalogue. Where researchers need 
additional licensed data, they will generally be expected to fund any costs of data 
acquisition themselves. This includes any license costs and, where necessary, 
development costs in terms of sourcing, linking or cleaning data. UBDC has a 
limited budget for licensing and acquiring additional data and researchers can 
apply to have that budget cover the costs. All requests for data acquisition in this 
way will require prior approval by an independent Data Acquisitions Committee, 
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which will consider them within the context of UBDC’s overall Data Strategy (see 
‘Data Acquisitions’ below). 
 
To access safeguarded data, researchers need to go through a research 
approvals process. An independent Research Approvals Committee (RAC) 
evaluates applications to use safeguarded data, based on selection criteria that 
are published on our website (more details below). On occasion, data owners 
may need to be consulted about specific uses. Where projects are approved, 
researchers need to agree to the terms of the licenses. 
 
UBDC has a computing cluster, which will be used to store and provide access to 
safeguarded data, if required by specific data owners. Depending on the licence 
conditions, it may be possible for researchers to download this data to work on it 
elsewhere or researchers may be required to work on it within the cluster through 
the use of secure Virtual Machines.  
 

Controlled data and the UBDC secure data environment 

Organisations which hold data that pose privacy risks are not generally permitted 
to sell, share or pass on this data without permission of the individuals 
concerned. This data could be person-level data from administrative datasets or 
surveys, or they could be data on personal movements (e.g. from GPS devices) 
or video images of people, their environments or their personally-owned assets 
(e.g. cars) from which people might be identified. The owners or controllers of 
such data can, however, agree to permit others to have access for research 
purposes where there is a public interest case for them to do so. Access must be 
limited to approved uses by approved users, and must be organised in such a 
way that individual confidentiality is protected and risks of disclosure minimised 
as far as possible at all times. 
 
We will build up knowledge and expertise in accessing this data. We will not aim 
to maintain a catalogue since there is such a wide variety of data which might 
potentially be accessed and much of it is poorly documented at present. We will 
however indicate which organisations we have made ‘in principle’ data sharing 
agreements with. 
 
To access this controlled data, researchers need to go through the approvals 
process as with safeguarded data. The independent Research Approvals 
Committee takes the decision on whether to permit use of UBDC facilities for the 
project. As well as approving projects, the RAC will need to assess and approve 
the individual researchers. In addition, individual data owners or data controllers 
also need to give their approval for each project as well. These projects 
frequently seek to link data from different sources (e.g. health with social care) so 
several data controllers may be involved. Linkage will be conducted in a way 
which separates personal identifiers (names, addresses) as early as possible, so 
that researchers never have access to these. 
 
Controlled data are held within a highly-secure computing environment where it is 
possible to monitor closely who works on the data and to ensure that no personal 
data leaves the system. Appropriate procedures are in place for transferring and 
linking data from different sources in ways which minimise risks of disclosing 
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confidential information. UBDC has contracted with an established and highly 
respected provider, eDRIS, to provide this service. 
 
Depending on the nature of the data and on the requirements of the data owner 
or data controller, researchers may have access to the data through a remote 
login or they may be required to travel to a physical location with a ‘safe setting’. 
Researchers will need to be accredited by undergoing appropriate training so that 
they are aware of their legal responsibilities. 
 
It will not be possible for researchers to remove data from the secure 
environment. All research results will be screened by UBDC before release for 
use in publications or other outputs. Datasets constructed for each project will be 
destroyed on completion of the research; UBDC will not become the permanent 
controller for these data. 

Projects combining controlled and other kinds of data 

Controlled data will always be held within the secure data environment. When 
researchers wish to combine that data with other data (Open Data or 
safeguarded data), the latter will be brought into the secure data environment.  
 
If researchers have a need to analyse the data using facilities only available 
within the UBDC cluster, the controlled data will first need to be rendered safe for 
release into the cluster.  
 
 

Accessing our data services – the ‘user journey’ 
This section describes the stages which researchers will need to go through to 
access the different kinds of data and facility. It also describes the support, which 
UBDC staff can provide at each stage. This ‘user journey’ is summarised in 
Figure 1. For those wishing to access Open Data through the web portal, the 
process is simple and straightforward. For safeguarded and controlled data, the 
stages are more complex but broadly similar. In these cases, the researcher will 
need to go through the approvals process. 
 
The Figure also gives an indication of the kinds of training which UBDC will run to 
help build up the skills and knowledge which researchers need to get the most 
out of our services. 
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Figure 1: The UBDC ‘user journey’ 

 

 

Open Data via the Open Data portal 

The process here is designed to be as simple as possible to encourage 
maximum use of the service.  
 

0. General information: The researcher discovers UBDC resources through 
general information on our services on our website, specifically 
information published in our data catalogue. This is hosted on the ‘Open 
Data’ portal. Researchers can use these with only minimal restrictions 
where Open Data or Creative Commons 1  licences apply. They can 
download data for analysis elsewhere or, in time, use the on-line analysis 
and visualisation tools which we will be developing. 

Safeguarded data and the UBDC cluster 

The process here requires researchers to obtain formal approval.  
 
                                                
1	  https://creativecommons.org	  
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0. General information: The researcher discovers UBDC resources through 
general information on our services on our website, including metadata in 
the safeguarded data catalogue. Researchers may also wish to bring their 
own data or data which they have licensed into our computing 
environment for use alongside our collection. 

1. Initial proposal: An initial approach is made to UBDC by the researcher 
through completion of the initial proposal form on-line. 

2. Proposal development: The initial proposal is assessed by UBDC staff 
to see whether it fits within the remit of the UBDC. If the proposal does not 
fit within our remit, it may be referred on to another Centre in the Big Data 
Network. Otherwise it is turned down at this stage.2 

3. If the initial proposal does fit within the remit of the centre, it is assigned to 
a member of staff who advises on the development of a formal 
application. This includes advising on existing data holdings. Proposers 
may request access to additional datasets. UBDC staff can assist the 
researcher in understanding the terms of service and costs of acquisition, 
if any.  A request for UBDC to cover the costs of additional acquisitions 
may be made at this stage. The Data Acquisitions Committee will consider 
the proposal to purchase data at this point. 3  

4. Proposal assessment and approval: Once data access issues have 
been resolved, a formal application is made by the researcher to the 
Research Approvals Committee. RAC members are independent of the 
consortium of universities involved in UBDC.  The RAC assesses whether 
our publicly-funded resources should be used to support a given project. 
Details on the criteria used to assess projects are provided below. The 
researcher registers with the service at this stage and their details are 
checked or authenticated. 

5. Data acquisition and preparation: Once approval is in place, the 
researcher is granted access to the specific data holdings within the 
UBDC computing cluster. The researcher is required to accept the 
relevant licence conditions. Depending on the type of secure data, this 
action may be completed by remote access. If required, additional data 
acquisitions are made at this stage. UBDC staff may undertake 
preparatory work on the data, or may assist with standardising and data 
linkage. 

6. Data analysis: Depending on licence conditions and user requirements, 
data may be stored on the UBDC cluster or the researcher’s own 
computer. For the UBDC cluster, analysis is via secure remote access 
through a Virtual Machine. UBDC staff will provide training on VM use. 
The researcher is solely responsible for data analysis. 

7. Outputs: In the case of VM users, the researcher can take results from 
their analyses out of the UBDC cluster for use in reports and 
presentations provided they abide by the terms of any licenses. There is 
no screening of outputs by UBDC staff. 

                                                
2	  There	  will	  be	  a	  right	  of	  appeal	  against	  decisions	  here,	  with	  appeals	  heard	  by	  the	  Research	  
Approvals	  Committee.	  	  
3	  There	  will	  be	  a	  right	  of	  appeal	  against	  decisions	  here,	  with	  appeals	  heard	  by	  the	  Research	  
Approvals	  Committee.	  	  
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8. Completion and reporting: The researcher is required to provide 
information to UBDC on publications and other outputs from their 
research. They are also required to provide feedback on UBDC data 
holdings, identifying problems they have encountered with the data. They 
will be strongly encouraged to share knowledge on analytical techniques 
or tools they have developed, or derived or aggregated data which, 
subject to data owner stipulations, can be added to our data collections. 
Subject to licence restrictions, they will be required to archive new 
datasets which have been created with the UBDC and/or the UKDS. 

Controlled data and the UBDC secure data environment 

0. General information: The researcher discovers UBDC resources through 
general information on our services on our website. This includes 
information on controlled data and the secure data environment provided 
by eDRIS and other confidential data service providers. The website 
provides detailed information about data in our data catalogue. The key 
difference between the user processes for safeguarded data and the 
controlled data is the use of established, vetted third-party confidential 
data service providers for the purpose of analysing confidential data. 

1. Initial proposal: An initial approach is made to UBDC by a researcher 
through completion of a brief on-line form. 

2. Proposal development: If the initial proposal fits within the remit of the 
UBDC, the researcher is assigned to a member of staff to identify potential 
data service needs. As in the case of safeguarded data, initial proposals 
may be referred on or rejected, with a right of appeal. UBDC staff advise 
on the development of the proposal, using their knowledge built up from 
previous research projects about data availability and quality, and about 
issues in linkage and analysis. Preliminary discussions are held with 
relevant data owners to secure ‘in principle’ agreement for data sharing 
before proposals are submitted for assessment. 

3. If there are any costs involved in acquiring data (e.g. licensing costs or 
costs of staff time in extracting data from administrative systems), these 
will need to be approved by the Data Acquisitions Committee prior to 
moving on to the next step. Where the DAC declines to use UBDC 
resources for these costs, the research may seek external funding for 
them.  

4. Proposal assessment and approval: Formal application is made by the 
researcher to the Research Approvals Committee. As noted above, RAC 
members are independent of the consortium of universities involved in 
UBDC while details on the criteria used to assess projects are provided 
below. The researcher registers with the service at this stage and their 
details are checked or authenticated. Controlled data access requires user 
training determined to be relevant by the particular confidential data 
service to be used in a specific case. 

5. Data acquisition and preparation: Once approval is in place, UBDC staff 
negotiate formal data sharing agreements or data licencing with data 
owning/controlling organisations. Data extraction, transfer and linkage is 



 

 10 

arranged, leading to a research dataset being placed in the secure 
environment. The researcher is granted access to the data for the 
purposes specified in their approval and for a specified period of time.  

6. Data analysis: The researcher works on the data only within the secure 
environment. They may do this through remote secure login or by 
travelling to a ‘safe haven’ such as that provided by eDRIS. Activities are 
monitored and scrutinised. The researcher is responsible for data analysis 
although UBDC staff may provide limited support or specialist expertise. 

7. Outputs: All outputs which the researcher wants to take out of the secure 
environment must be vetted and cleared by UBDC or its service provider, 
eDRIS, before they can be released. 

8. Completion and reporting: Researchers will be required to provide 
information to UBDC on the outputs from their research. They will be 
required to provide feedback on the data they have analysed and strongly 
encouraged to share knowledge on analytical techniques or tools they 
have developed. Datasets are destroyed on completion of the project and 
confirmation of this passed to the data owner. It is possible that derived or 
aggregated data can enter the UBDC data holdings (e.g. as safeguarded 
data) or be archived by the UKDS, subject to appropriate authorisation by 
the data owner. 

 

Research approvals 

Safeguarded and controlled data both require a process by which applications to 
use UBDC facilities and resource are assessed or approved. The research 
approvals process will be overseen by a committee which is comprised of people 
who are wholly independent of UBDC (i.e. they are not employees of the 
consortium of UBDC universities). This Research Approvals Committee will have 
expertise in research design and analysis, and in research ethics and legal 
issues, as well having representatives of policy interests and the wider public 
interest. It may also take advice from subject specialists.  

Criteria for approval 

The RAC will develop its assessment criteria in conjunction with UBDC staff. At 
the moment, our view is that they will cover the following:  
 

• alignment to UBDC objectives – the use of ‘big data’ to address urban 
issues and a need to use UBDC data; 

• public interest – the potential for ‘public benefit’; 
• scientific merit – the potential to advance scientific knowledge, 

understanding or methods; 
• privacy and ethics – the potential privacy impacts or risks, and wider 

ethical considerations; 
• project feasibility and competence of research group; 
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• cost and resource issues – including use of UBDC staff and 
infrastructure, as well as data acquisition costs. 

We will publish further guidance on how these will be interpreted in due course.  

Research approvals process 

Researchers submit details of their proposed research to the RAC. The RAC may 
consult external experts on the potential public benefit, scientific merits or other 
aspects of the work. UBDC staff will be asked to comment on service or resource 
implications. The RAC may approve the project, approve it subject to certain 
conditions, reject it but permit resubmission, or reject it outright. They will give 
reasons for their decisions and they may also give advice to guide re-submission. 
There will be a process for appeals where researchers dispute the judgment 
reached; we will publish more details on this in due course.  
 
We will be open about how we work and about the precise nature of the work we 
support. This will include publishing summary details of the purpose of each 
approved research project and of the data to be used.  
 
The approvals process grants access to UBDC facilities and existing data 
holdings. Researchers seeking to work on confidential data will still need to set 
up formal data sharing agreements with the relevant data controllers although 
UBDC staff will advise on and support this. Researchers who wish to work within 
the secure data environment will also need to be appropriately accredited.  

Ethical approval 

The RAC will satisfy itself that the proposed work has considered relevant ethical 
issues and has in place necessary safeguards. It will still be necessary for the 
researcher to secure ethical approval from their own institution, either prior to or 
after RAC approval but, in any event, before gaining access to the data. Where 
there is no such process in place within a given organisation, it may be necessary 
to have additional scrutiny of the research ethics within UBDC 
 

Timescales 

It is very difficult to give an indication of how long researchers can expect to wait 
before gaining access to our data services, and the answer will depend a great 
deal on what researchers want to access. For Open Data which we already hold, 
access should be instantaneous. Where researchers would like UBDC to bring 
additional data into the Open Data portal, we will respond to suggestions within a 
short timescale, subject to availability of resources and data availability. 
Acquisition and preparation of additional data may take longer. 
 
With safeguarded data, where researchers are seeking access to data we 
already hold for a purpose covered by an existing license, it should be possible to 
complete the approvals process within a relatively short period of time, subject to 
the availability of the RAC review process, among other considerations. Where 
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UBDC staff need to negotiate licenses for new uses or to acquire new data, 
timescales can be longer as we are dependent on data owners to respond.  
 
With access to controlled data which are ‘personal data’, it will always be 
necessary to negotiate a new data sharing agreement with the data owner or 
data controller, and to arrange for the data to be transferred to our secure facility. 
We aim to minimise the time this will take by developing relationships with the 
major data owners, by building up information on the data they hold, and by 
agreeing standard protocols with them.  

Charges for UBDC services 

In general, UBDC services will be provided free of charge. There will be no 
charges for access to Open Data and there will be no charges for projects which 
are deemed feasible within available resources, particularly those projects which 
apply to use existing data resources, although additional costs may still be 
involved for specific data cleaning, programming or linkage work that is needed.  

 

Data acquisitions 
The UBDC has a budget for the acquisition or licensing of additional datasets. 
We will establish a Data Approvals Committee (DAC) to determine how this 
resource is spent. It will be comprised of a subset of the people involved in the 
RAC, all of whom will be independent of the UBDC (i.e, not employees of the 
consortium of UBDC universities). The DAC will determine the overall strategy for 
the use of this budget and approve specific acquisition proposals. 
 
We would stress that our funding here is very limited. Where the UBDC does not 
fund the acquisition, the researcher may seek external funding to cover the 
licence and bring the data into the UBDC facilities to be used in combination with 
UBDC holdings. 
 
The DAC will develop guidance on the criteria to be used in due course. These 
will take account of the UBDC’s overall remit and its own data acquisitions 
strategy.  
 

 

Applying for research funding 
While there are no charges for UBDC services, researchers may need to apply 
for funding, for example, to cover the costs of additional data acquisitions or the 
costs of research staff time. Applications for funding can come before or after 
application for approval. We recommend that researchers develop secure 
approval from the Research Approvals Committee before applying for funding. 
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However, we recognise that researchers will often be working to tight deadlines 
set by research funders. It is very unlikely that the Research Approvals 
Committee will be able to give formal approval in such cases. In these instances, 
we encourage researchers to approach UBDC staff as early as possible to 
discuss their proposal. We can provide a letter to accompany the application 
stating that we have been consulted, and stating whether we believe that the 
proposal fits within our remit and whether it appears to meet the approval criteria. 
It should be stressed, however, that this letter will not in any way bind the RAC 
and that they may reach a different decision.  
 
Where an application for research funding is successful, we will endeavour to 
process the approvals application promptly. We would stress that some of this 
process may not be within our control; for example, where we have to liaise with 
data owners over licencing or access to personal data. Where funding is provided 
by one of the UK’s research councils, we anticipate a more streamlined service 
since such funding is based on judgements about scientific merit and the 
competence to undertake the work. It is however possible that a project approved 
by a research council would not by approved by the UBDC’s RAC.  
 

Training programme and materials 
In addition to providing the data service, UBDC is developing a range of training 
courses and materials to increase the capacity of researchers to take advantage 
of our facilities. Full details of the training are provided on our website but the 
programme covers:  
 

• Data service awareness: introductory course setting out the types of data 
resource we have and how to go about accessing them;  

• Working with Open Data/Big Data/Administrative Data: introductory 
courses which identify the particular challenges inherent is using some of 
the different kinds of data resource we have;  

• Research design: a course to equip researchers to develop appropriate 
research strategies for the issues or questions which concern them and 
hence to write proposals which are more likely to be approved;  

• Researcher accreditation: a course which provides accreditation for 
researchers wishing to work on ‘personal data’ i.e. data which falls within 
the scope of the Data Protection Act; 

• Data linkage and analysis: a course on the methods involved in linking 
different datasets and the implication of these methods for the analysis of 
the combined data; 

• Advanced courses in data analysis and visualisation, including spatial 
data analysis. 


